Notes relative to investigation SPU #Less -2010-813
SPU CCSS TRANSACTIONS & CUSTOMER ADJUSTMENTS REVIEW
#2011-03
POTENTIAL ISSUES LIST

Customer Service and CCSS Procedures and Policies  SPU Customer Service
policies and procedures on CCSS transactions and protecols are not adequate.

o At the time the work f{)r thi% review was imitiated, there was no documented
g procedures manual that stated employees
were not allowed to enter trmaacnons on their own utility accounts. However,
durms:‘}.: sod-ea-priorandt interviews with Customer Service employees, we were

told that this policy was verbally communicated to employees(**eun we define
what type of emplovee received this trainine? during training. SPU senior
management establ ui a2 new policy covering this issue in-detailveas
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b-S R semier managementin April 2011,

© AE hough all SPU and SCL employees (and vendors) with access to customer

~

the

utxlwy accounts in CCS‘S must signa Lé—on Khmmhty aAgreement [o

2 bt wrreitly ddvesshnt employees meayset from

working onkandle their own accounts, nor dma it address enmplovees imndimg
accounts of their friends or relatives. SCL and SPU are working on revising this
form and incorporating thesc items into it. The revised wm s estimated date of
implementation-s-the = !

o The Call Center hasa pohu, is it really g policy it Ehzmn"t been written down
in.a fomal policy document? Is'tit mare accurate to describe it as a practice?) to
waive one 510 delinquency fee for a customer over the life of their account.- and
while this policy has been communicated to emplovees v-‘rbaU sand in
training(** 1 don’t understand the difference between commundcated “verbally”
and “in training™) it has not been documented.

o (**Perhaps this should be fisted first in this section a3 it niakes ¢ braod stutement
about the lack of written p&piln general, there is a lack of documented policies
and procedures for SPU Customer Service functions. SPU is conducting 2
comprehensive review of Customer Service internal controls and
policies/procedures and this review will be the first step in addressing this
problem in that needed control improvements will be identified. Then, new
procedures will be developed, documented, and implemented.

] 1«-’\1

Call Center Staff Training  There appears to be a need for improved and ongoing
training for the staff of the SPU Combined Utility Call Center:

o Our interviews with foursepasie SPU Customer Service employees indicate
there is a need for more regular and ongoing training of Customer Service staff on
policies. Notably, we were told that employees still bave questions about en-hew
se-hesndle certain things, including low income mtes, handling the accounts of

people or businesses that the Utility Account Representative (U AR} knows, ete.
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One employee said thepeisa-peed-forclariBoativn-elpolicies need to be clarifed

and a grealerimproved awareness by emplovees of where policies are located.

CCSS System Access Rights There are staff intSPU -and SCL and other deparimentssd
with update-level access rights to CCSS that are not necessary for them to perform their

o Atthe time of our fieldwork for this renew over 300 City emplm ees had update-
level access to CCSS. $RL , woreons it
smpbseracesssrlahis-to SPL and SCL areswseldngenreviewing aﬁ
CCSS access rights aod removing or limiting access where appropriate. This
should be completed by

o A SPU employee who worked in the Engineering unitdess + had update-level
access to CCSS and entered two false cash payments to his own utility accounts.
These payments were identified by SPU through a daily reconctliation process
and the employee in question was terminated. This individual required only read-
only access to CCSS for his job duties.

Customer Adjustments  Controls over customer adjustments made by SPU Customer

D

Service (and other stalf™*? And why is this in parentheses?} are not adequate to prevent
grrdetect unauthorized adjustments.  About S15 million per year in credit adjustments are
entered in CCSS.

URslorte recently(**could be more precise about when the more complete
reviews startedNwwenths, there was limited review of customer adjustments made
by SPU employees. The Auditor in the SPU Residential Customer Audit unit
only reviewed adjustments over $300.

o CCSS system controls do not preventa UAR or non—sgupmlscrf’m%mmger from
making customer account adjustments over a certain dollar level. We recommend
e:tabhahmg dollar level limits for adjustments entered by non-supervisors_or
ANANAZCISHSHL

o Reason codes and comments help to explain why adjustments are made and serve

.. - "| Formatted: Font: 12 pt

as a control to hel p LBbUR that adjustments are being made in accordance

witheppropriatelandper policy. We found many instances of credit adgukxﬁemg

made without reason codes or comments-entesed.  For some employees, it
appeared that they never enter this information. For example, one employee who
entered 19% of the total credit adjustments for a month-long period (Ms.
Theofelis) didn’t enter reason codes or comments for any of the adjustments she
made. Italso appears that SPU Customer Service training may not properly train
employees to enter reason codes or emphasize this procedure strongly enough.

o Management reporting on customer adjustments is needed, both at the total and

individual CCSS mer~levd Wlthout this mlonn‘mon management h&a 1o
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inappropriaie abusingt
adjustment trenda ete. For example, as noted above, one employee Lzztercd 9%

of the total credit adjustiments for a month-long pznod and this seems, which i
unusual ta-us-sipes there are over 70 emplovees in SPU Customer Service who
make adjustments as part of their normal job functions.

o SPU has initiated a project to review customer adjustment controls and is hiring a
consultant to assist with this project. SPU plans to improve controls and
implement new procedures after this work has been complcted We-sy
recommend_that during this project SPUstisate review the industry standard
practices for this area by contactingsith other municipal utilities.

o SCL has also been reviewing their customer adjustment procedures, as a result of

recent ev Lﬂ{b, and b;hc\ es thc.zr um’m? have been working mare effectivelyare

S S ertheless, SCL would also benefit from

nated sednts -above, and-from re

mdma ment 1e ponxw on ad_[u\tmems. SCL will continue to review and
evaluate their procedures over customer adjustments.

o In general, we believe supervisory review and approval should be required for
higher dollar ievcl adjustments and adjustiments that deviate from standard
SPU/SCL policiesw and procedures.

Feredit adjustments, and for monitoring

EE = e L e

Refunding Late Payment Fees and Interest Call Center UAR’s can and do waive late . - { Formatted: Font: 12 pt
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fees (i.e.. $10 fee per b!!l or delinguent accounts and, in some cas o
outstanding balance-iss casex) in exchange semise-for a delinquent custormer’s
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Refu ndinc Extra Garh age CharUec SPU poﬁcv srates‘ thnt di sputcd extra ﬂarbagc * { Formatted: Font: 125t

** | Formatted: Font: 12pt

Ce.mcr unpim ee we interviewed (Ms. hncf;hs) said the { Formatted: Font: 12 pt

removed the first two times they are requested by the Luatonur but if the, are dzspmui a {Formatted: Font: 12 pt

third time, this request must be referred to the Solid Waste Field Inspection ream fo
investigate. Call Center UAR's may be crediting back extra garbage charges too eften if
their understanding of policy matches that of this employee.
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Pavment Plan Arrangement Policies Plhereiss L’.::“! te-tehranam payment plan

procedures_should be revised to make them more restrictiv

o Current procedures appear to be excessively Lbesat 10 customers byasd
allowing themesstamsess 1o repeatedly cancel and re-establish payment plans (e,
called due date extensions). Cancelling and re-establishing payment plans allows
customers 16 be essentially on 2 “rolling” or permanent payment plan. This was
not the intention of the utilities” payment plan policy it-sad allows customers to
skirt the requirements that a current payment plan must be paid off before they
can have a new one and that a customer can only have two broken payment phm
(i.e., customer failed to make the payment on time) within a year.

o While some UARs will cancel and re-establish payment phms for customers,
some will not. According fo XXX dBelinquent customers realizebeva-faured
this-ex# and will “shop™ the Call Center by calling sev cml Elm‘.s until ﬁm; geta
UAR who will accommupdate their requests. Furthe crore, sAsd-some customers
will are-callsme athe UARs direct phone line instend of ass the Call
Center-Ese although this is a violation of Call Center poli “his needs to be

levees wha
violate the policy? Also. how is an UAR soing 1o know ifa c.uxtomc:'h'm alrendy

called Jmnt%hrf AR and it reduces the likelihood of mmmammo “arms
length™ Ipirs s with the-customers 5. (Auditor’s
Note: The fact that some UARs will cancel payment planb and then set the
customer up with a new payment plan while-ssd some UARs will not for
customers who have had repeated payment plans could indicate that the UARs
know that this type of transaction is not really appropriate, even though it muay not
violate any actual policy-p=sse.} Payment plans are numbered consecutively in a
customer account so the A Resens can easily see how many plans a customer has
had. Also, UARsAsents arc tramed to r«.w.w every account that they handle to
sea ils statis and history: swharisgoinsonwith-iand-this ¢ L;mrcmcm is
documented in the Call Center training matenala. In light of this, it would be
obvious to agents ifcustomu\‘ were on “rolling payment plans.=®

o Customer Service officials indicated there is no minimum balance threshold
requirement for a dclmqucnt customer to be eligible for a payment plan. We
recommendbeliovs that a requirement for a minimum outstanding balance should
be established.

o SPU and SCL have requirements for deposits of 50% or 75% for payment plans,
depending on the stufus ofssstionwith the customer’s delinquent account, but
there are no controls built into CCSS 1o ensure such deposiis are madesionsthes
kass. Call Center management indicated that UARsasests are not always
requiring these payments and may sonzetimes reverse Tate fees. UAR: Agenisy
should get approval from their supervisors in these cases, but they aren’t abways
doing this and the supervisor approvals are not (**alwaysNdocumented.

o SCL and SPU’s payment plan policy allows any past-due custonter to have a
payment plan, but not if they have broken two pldt}\ within one year. {**Let’s

reword, How can a customer violate Call center policy? Isn't emp

4
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discuss the following recommendation. Howe ofter doex this heppen?This
seems overly generous te-us-and we would recommend allowing etther one
broken payment plan per calendar year or two for the life of the account.

o There is no max payment plan maximum dollar limittexe} that requires a
U \R 10 pass the decision toean-basdleand ve ﬁ{—:ﬂ a sSupervisar or md-anager
bt There are certain “exceptions” that require supervisory approval but
these are not based on the dollar level of the pavment plan. We recommend
establishing a dollar level limit for payment plans handled by non-supervisors.

o There is a need for improved CCSS reporting on payment plans. Custonzer

Response (*#is this a unil within SPUNBssa-needs$or some sort of system-

driven email or notice to the employee who set up the plan to allow them{*#%:

uot clear who “them” refers to. Is Customer Response or the emploves who s

up the plan?) to contact a customer if a payment is due or overdue. SPU

management needs mevasementreporising on payment plans with information on

how many plans are active, the total dollars invelved, how many have been
broken, ete. The Call Center could also utilize their new quality assurance
software to help with monitoring payment plan activity.

We noted several fustances of utility employees weiths l:.;!: HUBTB ORI

s-whose accounts fell into the sitvation of being on a “rolling” payment plan

bythreush-the use of due date extensions. This indicates a need for tighter
conitrols over employee payment plans. We recommend that all payment plans

for utility *mple*' ees (and other City cmplo\ces ifit is known the customer is a

City employee) be handled only by a supervisor/manager. (**1 hav

about the following sentence. 1 am concerped shout not extgnding thh top (;Pl 3

solely bevause of thelr status as Clty siplovees, Some City emplovees don’t

make a lot of monegy dild could throush no fault of their own require g

planildeally—+# ton, the best situation would be to not extend the eption

of a payment plan to a City employee.

eanaay
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CaIl Centcr Staff Handling Utilitv Transactions for Each Other At the gtorttisseof
# of this review, it appeared{**] prefor to avold the use of this word because it
bmsic:x]lv states that we are specudating). Could we revise this sentence to getrid ¢ t“ o
be common practice for Customer Service employees to handle utility transactions for co-
workers, including setting up payment plans, handling energy grant referrals, ete. SPU’s
sew=policy issued in April 2011 made it clear that it is not an acceptable practice for
Custorer Service enmplovees to handle ntility account transactions tor co~workers; thesge
trangactionsy must now be handled by a supervisor_or fmanager.

o SPU’s and our analysis of CCSS data indicated co-workers frequently handling
utility account transactions for cach other. We noted that-itappearedt-that an
employee would have a certain individual repeatedly handle transactions for
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them, including setting up payment plans, removing late fees, ete. This indicates
w—&—thftt (herc may be collusion among SPU Cu:tomcr Scr\ ice emp[m ees to
'o-v»orkc.m with# e

x\orker; i whm s the cwdwu. UJE in OIS Were c\d anged?l

o Ba:&d on SPU s and our preliminary review of CCSS transaction data, it
g prior comment about this word) that employees niay be
I"d be very careful ubout savine this: what's our evidence®y other
employees how to wtilize CCSS transactions to benefit themselves and friends and
family members. This conclusion is based on the fact that some newer employees
have entered certain types of transactions to benefit their own account.£**

LBt ean
we prove they learned this from someone else versus did it on their own?)

o We found several instances of employees crediting back late fees for other
employees. The utilities” standard practice is to eredit customers back for only
one 810 late fee but we saw several instances where employees were credited
back for multiple $10 late fees by other employees.

o SPU’s and vur analysis of CCSS data indicat‘ed co-workers setting up payment
plans for each other, as well as for their o w-supervisor. We recommend thatall
payment plans for utility employees (and othcr City employee if it is known they
are a City employee) be handled only by a supervisor gr Amanager.

o We noted several examp’xes of employees who repeatedly hadhad-ene payment
plang sfersnether-thatwereset up for them byfes their co-workers. For the data
we looked at, most of these payment plans did not appear to comply with

SPU/SCL policy in terms of the ruqum.d deposits.

o **Will need to remove the following references by name to Citv etuplovees) For

example, Ms. Davis-Raines, who works in the SPU Call Center, had 77 payment

plans set up for her by co-workers that do not appear to comply with SPU/SCL
policy. Ms. Cordamon, who works for the SPU Call Center, had 146 transactions
entered on her account by other emplovees and 31 adjustments to credit a total of
$180 to heraccount. She did not enter any transactions to her own account. Ms.

Johnson, who works in the Utility Payiment Center in the SMT building, entere

mnWW—fpzmnen[ plans for co-workers. Ms. Johnson also entered

signil =more payment plans for regular customers than is average for

Customer Service staff. A frequency chart of payment plans identified that Ms.

Johnson entered a very hizh number of plans to certain employees and eertain

customers. It is possible that Ms. Johnson may have set up munysssese umphx%c

payment plans because she works in the Payment Center ande &
employees preferrad to go 1o her 1o have payment plans set up mtha thm dx.ai

with the Call Center or Credit and Collections units over the phone. Ms. Johason
also had a high number of payment plans on her own utility account — 60 in total
from 2001 through 2010 —and Ms. FhemspsesThompson, who works in the Call

Center, entered 32 of these payment plans. There was a question as to whether

Ms. Johnson made the deposits required per policy for these payment plans, and
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this question applies to the payment plans for other employees, as well.{**Has
anvone tried to verify this vethy

Call Center Staff Accessing Their Owan Utility Accounts  We heard from several
Call Center staff, that beforepseste April 2011, it was common practice (**by whom?
UARsv-acesptedthar-itwas-alesht-to access your own SCL and SPU accounts, as well
as those of relatives and Incnds‘ Tlus included entering notes on your own account,
reviewing account history, entering service orders, changing garbage service levels, efe.
SPU"s mes—policy issued in April 2011 makes it clear that it is no longer an acceptable
practice to access your own account or the account of a relative, friend, or close contact.

Call Center Staff Entering Transactions on Their Own Accounts and& Relatives’

Accounts  We found that some Call Center stafl entered transactions in CCSS on their

own accounts or the accounts of close relatives:

1. Before SPU issued o policy forbidding erpplovees enterine tmnsactions on their
own wiility accounis, sSome Call Center employees told us that it was
ceeptablesk to enter-transaetionsonvourows 'a"i!it;" acceunt-do this while peier
s ; #1201 and-soine

s=eas-said that 1t was not. ~policy-s-handins
c-we»eri—\—rﬁwrarm a few emplovezs steppcd lom ﬁrd as whistleblowers and
uwc,pc.ndx.ntly reported the names of threed emplovees whothas were making
inappropriate adjustments to their own accounts. SPU and OCA are following up
on these whistleblower reports.

2. Ms. Matlock confirmed data indicating that she had removed late fees from her

own account in 2002 and 2007. We noted that Ms. Matlock made 94 transactions

on her own account (**between when and when?), including setting up 69

payment plans for herself By putting herself on payment pl‘mb M. \Edtlod\

avoided late fees, though her account was continually delinquent, and-she-ss
water and electric shut-off. Also, it does not appear that Ms. Matlock made the
reguived 50% deposit for each payment plan, as is required by SPU/SCL peliey.

Ms. Theofelis confirmed data indicating that she had remov c.d extra garbage and

late fees from her parent’s account on several occasions-$s-4

4. Ms. Bradford confirmed data indicating that she has removed | ate teea from her
own account-ia-thepast,

5. We noted that several employees set up payment plans on their own accounts,
including Ms. Kaufiman and Ms. Matleck (set up over 60 payment plans for
herself)(**does “hersell” refer 1o Mg Kaufiman or Ms. Madock?).

6. We noted that several employees, including Ms, Bradford, set up payment plans
for close relatives, such as parents,eeludineds-Bradiord,

7. We noted that Ms. Bradford approved an EAP grant request for her daughter, who
currently lives at the address listed in the ESS system as Ms. Bradford’s home

ﬂ-\\ —wwl gt sy oy b
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address. Ms. Bradford’s income was not listed on the EAP application as part of
household income.
Ms. Monroe, who works in the SPU Call Center, adjusted her own account 4
times, totaling about $70, and set up 4 payment plans for herself (via her
husband’s account). Ms. Monroe is related to several other City employees (at
least 4 sisters and 2 relatives) and SPU has found that she adjusted the accounts of
her relativegess, but they have not vet had time to look at the account history for
all of the relativesss.
SPU’s analysis identified that Ms. Williamson, whe works for the SPU Call
Center, lives with her mother, sister, and daughter, and made manyletrst
adjustments to peoplefalies listed as her *l—mu'ﬂ;nu cContacts, and to a possible
relation who works for the City’s Parks Depammm. She set up 34 payment plans
for that Parks employee.
Ms. Kaufiman set up four payment plans for herself, and then paid them off later.
Ms. Kmhnan has not been employed with SPU for that long{**“that long™ is
agnel. SPU management and OCA suspects that other more sentor Call
Center staff taught Ms. Kaufinan how to avoid late fees through the use of
payment plan amangements.

. Mr. J. Phan entered “Manual Cash Payments™ on his utility account for a rental

property via CCSS without actually makmg any payments. The employee denied
that he did this, repaid one of the amounts later, and altered a copy ot is bank
statement to support his statement. SPU HR determined that the employee’s bask
statement was altered because it was visible as a poor job of cutting and pasting
and use of white-out. In addition, while the payment transaction posted on
10722710 in CCSS, the altered bank statement indicated it was made on 10/29/10,
Shortly before the employee entered the false cash payments, he went into his
account and changed his Yardwaste/Recyele solid waste service on his rental
property. This employee had broader aceess rights to CCSS than he should have,
given his job in SPU Engineering.

12. Ms. S. Howard entered various transactions on her own utility accounts and for

close relatives:

I, She created her own paymient plans, had many peyment plans with no
deposit paid (i.e.. itis SPU’s poli\.y to require a deposit for payment plans)
and payment plans in quick succession, and canceled water shut-oft orders
on her account.

Ms. Howard handled energy grant transactions for her own SCL account.
There were two energy assistance payments for $1000 each applied to her
SCL account. These energy grants are federally-funded but locally
administered by CAMP (the Central Area Motivational Program). For the
first grant that was applied there was a note on the account that indicated
something(**?) like “Roommate dispute — applied to this account (i.e.,
Ms. Howard’s) in error. Should be applied to account belonging to Paui
Webb.” The note indicated that Ms. Howard had made a payment on Paul
Webb’s account to correct the situation. It appears that these notes were

t
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entered by Ms. Howard, but werent entered until late August 2010, which
wasa year or so after the grant was applied. There was no note on the
account in relation to the second pledge of $1,000.
3. Ms. Howard entered a note on her account “OK to tum power on” at one
point when her SCL account was stgnificantly delinquent and-s=as
scheduled to have the power shut-oft per SCL policy.
Ms. Howard canceled a SPU Water Shut-Off Notice on her own account.
Ms. Howard waived late fees on her own account and we also noted that
there were many late fees waived for her by other SPU employees.
6. Ms. Howard entered her own meter I‘deiﬂga when she opened a new
account and moved to a new residence several times.
7. She credited back late fees for her father’s account.
8. Ms. Howard referred her father’s account for several energy grants.
13. SPUs transaction analysis indicates some SPU employees are qdjustma the utility
accounts ot thu; t'muly mcmbur:: including those that work in another area of the
ducted to. -datn indicates thay there are two sisters
v m%z.:ﬁ v,ork n (_.uatomcr Service that are frequently adjusting the accounts of
family members and friends, & husband’s rental property, and referring family
members for energy grants, ete. We are concemed that some of these transactions
may be inappropriate.

>

v g

Energy Grants and Reduced Rates for Emplovees  Controls do not appear{**Whyv
do we say Cappenr”? to be ddt.(ludtt. over the determination of guskiftse SPU/SCL
: =and the SPU/SCL

twgeansase

S

o1,

employees” gligibility for FE-CNergy Erant Programs sv

reduced rates program {i.e.. rates are reduced to 50%).  We are concerned that some

T

utility employees may be reaping the financial benefits of these programs when they do
not actually qualify for them based on program income guidelines. It should also be

noted that certain energy grant programs are federally funded (i.e., LIHEAP) and any { Formatted: Font: Not Beld, No underfine

abuse of this program represents an abuse of federal funds, + { Formatted: Font: 12pt
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o There were two 51,000 Energy Assistance Gmms tmm CA\IP (tcr the fn,dsraiiv -
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arant was supposed o be given to Paul Webb but s ~was applied .
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erroneously to Ms. How ard s account. Ms. Howard herself entered this note in

August: 20~10 and stated that she bad made a direct payment to this man’s | Formatted: Font: 12 pt

account to correct the situation. For the grant posted on 9/2/10, there was fio ~{ Formatted: Font: 12t
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explanatory note on the account. A Mr. James Bruce applied for this latter grant - { Formatted: Font: 12p¢

that posted to Ms. Howard’s account t and there was no Energy Form completnd as
is to be done per procedure.,

o Ms. Howard received a WCEF energy grant for $674 on 8/9/05 and $500 on
12/11/06.  This payment is for a federally-funded energy grant program utilizing
Enron monies. This program is similar to Project Share in that it is for energy
payment assistance for low income individuals and is administered by HSD for
SCL. Ms. Theofelis entered the referral for the first grant and it was actually
applied to the account by Ms. Woods in HSD. (Note: Ms. Woods has since been
terminated for giving energy grants to friends/relatives who did not qualify for
them.) The 12/11/06 grant was applied to the account by Ms. S. Scott in SCL
Credit & Collections and a note was entered on the account by Ms. L. Beck in
HSD about the grant and a payment arrangement. (Auditor’s Note: It is unlikely
that Ms. Howard would have been qualified for this grant program based on her

salary as a supervisor.

o The husband of an SPU manager, Ms. Scott, applied for and received a CAMP . - | Formatted: Font: 12 p¢

eneray 0*'1111 for their ut;lm’ "!C(.OUI:};( “He (Mr. Frank) did not ‘i)mp&.rI\; include his
wife’s income on the application and it is unlikely that the account would have
qualified for the grant if he had based on his wile’s salary as a manager. M,
Frank’s energy assistance applications also note that he receives F ood Staraps and
SSL Mr. Frank is listed as the spouse of Ms. Scott in the City’s HRIS system and
he receives City medical benefits. The name on Ms. Scott’s accounts was
switched several times to make it look like she was moving when in fact the
address never changed and it appears this may have been done to enable setting
up the account up on reduced rates {i.e., 530% rates). SPU found a fake rental
agreement to make it look like the manager’s spouse was renting the house from
the nranager.

o Ms \Ic(,lurg, who works in the SPU Call Center, lives with her mother, who .- | Formatted: Foot: 12t
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=

s. MeClure or ber mmlxur’mlcgl for energy assistance dnd did notdeclare . { Formatted: Font: 12t
Ms. \/ILCIure s income as is rcqmred

o SPU’Zs analysis of CCSS data indicate
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up on Reduced Senior rates, -
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o Call Cemcr wmts should not be entering notes about energy pleduw on customer . { Formatted: Font: 12 5%

accounts, since that would normally be som;thmﬂ that the Credit and& R oo a— pr
5 : T, o formetter font 12t

Collections unit does, not the Call Center. _The SPL Imestmatmn Iwm has
identified instances

N

. | Formatted: Font: 12 pt

*. | Formatted: Font: 12 pt

]

nofes on other employees’ accounts.
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Reduced Rates and Energy Grants for Other Customers  Controls may(**7) not
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be adequate to ensure recipients of the utilities” reduced rates prograsp-and the-cnergy
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srant programs’_grantss realbemeet thegualifefor thepr basedon programs” income
gllldchﬂtb. There are new income thresholds that are more complex for some of the
reduced rate and energy grant programs, including the utilities” Senior Reduced Rate
program, Tasd-+he Acting Director of MOSC{**spell out acronvmy has concerns
about this program and whether everyone on the reduced rates qualifies for them.

o SR The following sentence needs fo be revised to make it eagier to

1y ¢ *tomers W ﬁé ;}i:t. ap&r{mvcﬁtﬂcf\.;*eﬁers
r end mﬁmci c‘ gg ¢ fron
LT /sewer they used but didn’t
utuﬂl\ pa\ for benause the water SP[f is pmd by the landlord.  (Auditer’s
note: This auditor does not see how this makes sense since these customers do

not and would not ever pay for SPU water/sewer charges. ~RH)

Accuracy of Fmplovee ESS Information It appears{**ean we get rid of this word? If
cam't, do we really have enough evidencs to inelude this section?) that employee address
information in the ESS{*spell out acronvim) system may not always be accurate and
updated:

o The infonnation in ESS for Ms. Theofelis indicates she lives in Seattle, at the
address where her parents currently live, and she states that she has lived in
Auburn for the last 9 vears, She indicated that the ESS data was not aceurate for
either her home or mailing address.

o The information in ESS for Ms. McClure indicates she lives in Seattle, at the
address where her parents currently Hve, and she states that she has lived in
Federal Way for the last 1 172 years. She indicated that the ESS data was not
accurate for either her home or mailing address.

{z—Beadispd indicates (hut she

o Ms. Bradford's ESSHs= information #-J8
lives in Seattle, at an address where her dmghter and family Hve essrestiv-ina
house owned by her mother” Ms, Dradfordand-she states that she Elub lived in
Renton for the last 9 vears; however—But, she said that ESS is accurate for herthe
mailing address since all her mail goes to her old Seattle address

s

Emplovee Utilitv Aceount Delinquencv(**Is this heading accurate? There's ne
mention of background checks)  Inreviewing CCSS data on employee utility
accounts for this project, we noted many situations i whichshess the employvee’s
accounts were basically continuously delinquent, often with a fairly significant

delingquent balance.  The ACFE{(**spell out scronyin) frand triangle indicates that three
things need to be present for someone to commit frand — opportunity, motive or need, and
rationalization. Employees currently have the opportunity to enter unauthorized
transactions on their own utility accounts, since they enter CCSS transactions as part of
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#2011-03

their job, and we believe a delinquent account balance could serve as the motive to do se.
The ACFE recommends conducting credit checks as part of employee background checks
because frand statistics indicate that it is more likely for individuals with poor credit
history to commit thefl, fraud, ete. We recommend that SCILshe-stilities and 8P odd
credit checks to the background investisationsekeeks they conduct on new employees
riment establishes

the citywide policy on background checks and in the past it hagve opted not to include

't eradit checks allowed on some emplovees?h

credit checks_on all emplovees
Current City of Seaitle background checkss include a eriminal check and verification of
work experience and education. The -Personnel Departnrent may wish to reconsider its

At R

policvis-desisien in light of the recent problems with emplovees making nappropriate

utilite customer account adiustnents emplovee-abuse _Also. er-SCL and SPU may opt to
establish their own separate policy on cuiplovee background inv
also recommend that any employee transferring into a position where they will be

&%

entering CCSS transactions receive a background check (**including a cradit checky, iF

chocks, We

they were not previously in a job that required one.
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